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The simple answer
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Blockchain technology is the
underlying architecture that e
nables trading in cryptocurrencies such as Bitcoin or Ethereum.

When we want to pay for
it, we place the bank card
in the Starbucks branch’s
payment terminal.

We confirm with our PIN
and the transaction is
processed

At that moment, the payment
terminal sends the following
question to the bank: is there
enough money in the account
to pay for the coffee?

The bank checks whether
this is the case, and if
the answer is positive,
the bank approves the
transaction

The balance on your bank
account is adjusted

Starbucks receives a confirmation via the payment terminal
that the payment has been
made, and you get your coffee

We can best illustrate how
blockchain technology works
with a simple example. Suppose
we buy a coffee in the morning
at Starbucks with a normal bank
card.
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In this example it is clear that the bank is acting as a third party that guarantees
trustworthiness. The merchant (Starbucks) gets confirmation from the bank
that the buyer (you) can indeed make the purchase, and because the merchant
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trusts the bank, the financial transaction (purchase of the coffee) can take place.
After all, the trader (Starbucks) does not know you, but thanks to the bank
a transaction can still take place. The bank charges a transaction fee for this
service.
Now extrapolate this example to millions of other transactions per day, with
millions of parties. The bank is always the intermediary or third party that
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verifies whether the information is correct. The bank thus acts as the central
authority and a beacon of trust.
It goes without saying that the bank cannot do this for free. It must keep this
information exchange process secure and protect it against fraud and other
risks. An entire network must therefore be developed behind the scenes with
servers, secure data centres, procedures, and so on.
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Now imagine if we were to replace this central authority (the bank in our example) with a bunch of individuals
scattered around the world, all of whom have copies of every transaction. Those persons would all be c
ompletely trustworthy, would not falsify the copies and, moreover, would be pseudo-anonymous. In other
words, their personal data cannot be stolen.
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Let’s take our Starbucks example again and see what the checkout process looks like now:
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When we want to pay

We pay and that large

In that verification process,

If the balance is satisfac-

Starbucks receives a

for our coffee, the

global network of individu-

all of these individuals

tory then the transaction

confirmation that the

Starbucks clerk gives us

als verifies our payment

are going to check all of

goes ahead and a new

payment has been made

the pseudo anonymous

our historical transactions

transaction is ‘written out’

and delivers your coffee

account number.

(inbound and outbound)

to that global network of

to determine if there is

people

enough balance to pay for
the coffee
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In this scenario, we assume that (1) the global network of individuals
who have a copy of the transactions are of good will and have no
reason to commit fraud or change data, and that (2) the merchant
succeeds in starting a verification process with all these people.

Blockchain technology serves to meet these two conditions.
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The worldwide network of people in blockchain is nothing more than
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information is correct and has not been falsified. Therefore, they
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computers, codes and databases that can guarantee that certain

receive financial incentives for their “honesty” and in this way they
maintain the integrity of the network.
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The technical
answer
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Let’s now describe blockchain in more detail. While tradi-

In addition, these blocks are secured by advanced

tional financial systems (such as the bank) work with

encryption, which makes manipulating data virtually

a centralised digital database, blockchain is conceived

impossible. Unauthorised persons cannot make changes

as a decentralised database. This database is not located

to the transaction without being detected.

in one place but is spread across several computers in
a network (like the people in our Starbucks example).

Every transaction is time-stamped and leaves a trail. As

Moreover, these computers are not the exclusive property

a result, participants in the blockchain can access the

of a single participant. Instead of databases, with block-

data and they can be certain that the data is correct.

chain we typically refer to ledgers.
This transparency should provide trust to all parties
These ledgers continuously record transactions and store

involved. Visibility throughout the entire transaction pro-

them in a series of blocks. All these blocks form a long,

cess means that fraud can be greatly reduced and there

chronological chain – hence the name blockchain. Before

is a watertight guarantee of the security and correctness

a transaction is committed, each computer (or node) vali-

of the data.

dates that transaction. When a majority of those computers think the transaction is valid, it is added to the ledger.
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The ledger
The term “ledger” originates from the world of accounting, among other things. A ledger consists of data that has been given
a structure based on a set of rules. When we want to have facts confirmed, we use a ledger. Today, blockchain databases are
the modern variant of the ledger.
A ledger has many properties that ensure that our economic system and our current society continue to function:
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Identity check
Companies are registered in government databases, which means that they have certain obligations based on
nationality (such as taxes). The population register keeps track of when someone is born or when someone dies.
Residents receive a passport that allows them to identify themselves in their interactions with governments and
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companies.

Property
When purchasing a house or land, the title deed is registered with a lawyer. A company is a ledger where assets and
liabilities are registered, and where relationships are defined (employment contracts). Clubs and other organisations
are also structured in a certain way, which makes the mutual relationships clear.

Confirmation of status
Residents are registered in the population register (or electoral roll) and can thus be called upon to vote in elections,
or have certain advantages compared to citizens of other countries. An employment contract is also a ledger, which
determines what wages are paid.

Expressing authority
A ledger determines who has access to bank accounts, who can sit in parliament or, for example, perform certain
official functions. Agreement that all of the facts set out above are correct, and on when they need to change – in
other words consensus – is one of the fundamental properties of market capitalism.
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In the above pages we explained what
a ledger is and the features that make
it an important part of our modern society.
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Whereas the intervention of a third party is required for such
ledgers, this is no longer necessary with the blockchain. Such
intermediaries normally act as a “central authority” to verify
accuracy and authenticity before two parties can trust each other.
Think of banks as the central player in the payment system or
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the lawyer who draws up a deed between buyer and seller.
However, a digital ledger is only as reliable as the organisation
(and the individuals within it) who manage it. This is precisely this
problem that the blockchain seeks to solve. There is no longer any
reliance on a central authority to store, supplement or validate the
general ledger.
In order to safeguard the integrity and security of the data in
the blockchain, all parties admitted to the network must validate
every transaction. This is (fortunately) not done manually but via
mathematical algorithms, also called consensus. To put it simply, consensus is a decision-making mechanism for the group of

Nothing can be changed without the permission

computers (nodes) in the network. Think of it as a kind of election

of the other participants. This makes the validation

where the majority vote wins, and the minority has to accept it.

much more robust than with traditional transactions.
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The blockchain does not exist
It is important to remember that “the blockchain does not exist”. One of the misconceptions is that all information in the blockchain is publicly accessible and can be viewed by anyone. Nothing could be further
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from the truth: companies and organisations certainly do not wish to release sensitive information, and
here too, solutions are available within blockchain.
We therefore have to distinguish between public blockchains and rather limited, private blockchains. In
the private variant, only a few parties have access.
And even within each blockchain, levels of access remain possible. For example, invoices can be shared,
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but their content cannot. In this way, traceability – an important feature of blockchain – and the possibility
of exchange remain intact. At the same time, sensitive data is not accessible.
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Are there disadvantages to blockchain? There certainly are.
Fraud and hacking are the most obvious. According to a report by specialist blockchain company CipherTrace, fraud and hacking in the DeFi (Decentralised Finance) sector will cost $474
million in the first seven months of 2021 (Decrypt.co).

The 4 most important
properties of blockchain
1
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We have already mentioned some important terms and properties of
blockchain, but the most important four are the following: decentralised,
secure, invariable and transparent.
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Decentralised

5
As we have already mentioned, blockchain technology forms the basis for a decentralised system. Such a system makes it
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possible to store assets in a network of computers that can be reached via the internet. Assets can take different forms: a
contract, a token, documents, deeds and so on. These assets are accessed via a private key. Instead of borrowing money
from a bank, we borrow money from a group of people and in this way, for example, reduce the interest rate.
Many industries still rely largely on intermediaries who are necessary to enjoy products and services. Blockchain fuels the
creation of peer-to-peer networks and innovation. By excluding those third parties, the whole process can become more
efficient and cheaper.
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Secure
Centralised systems are more susceptible to hackers or other intruders because they only have to target one party. Decentralisation makes it much more difficult for them: hackers then have to attack a very large number of parties simultaneously, and this takes
a lot of time.
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Blockchain also eliminates the human factor, often the most vulnerable point in any security system. Because data has to be validated by a minimum number of participants in the blockchain, “false” transactions will be quickly flagged. Encryption provides an
additional layer of security.
But what makes blockchain very secure is the use of cryptography, which is a complex, mathematical algorithm that acts as a kind
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of firewall against attacks.

Invariable
Transactions stored in a blockchain can no longer be changed. The only way to change data is through a 51% attack, involving more
than 50% of the blockchain participants. If the blockchain has a large number of participants, this is virtually impossible.

Transparent

The decentralised database or ledger is public and accessible to everyone. Because copies of all transactions are distributed
among all participants, the accuracy and accessibility of the data is guaranteed. For example, to carry out financial transactions
with blockchain technology, a currency is needed. One that can only be created and exchanged in the blockchain. Hence the origin
of cryptocurrencie.

“
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“
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Blockchain solves the problem of manipulation. When I talk

about it in the West, people trust Google, Facebook, the banks.

But the rest of the world doesn’t have so much trust in organisations

and companies that much – think of Africa, India, Eastern Europe and
Russia. It’s not about the places where everyone is really rich.

The possibilities of blockchain are especially present in countries
that have not yet reached that level of wealth.
Vitalik Buterin,
Founder of Ethereum

What are
cryptocurrencies?
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The origin of Bitcoin
In 2008 a person named Satoshi Nakamoto found an
alternative to the contemporary centralised money
system. It was called Bitcoin. Every transaction is recorded
in a ledger, which is public and shared with everyone.
Moreover, this ledger can be “maintained” by anyone who
wishes to do so.
With Bitcoin, people have an address instead of an account.
Users of the network can send bitcoins (abbreviation BTC) to
each other via these addresses. Anyone can see how much
money a particular address contains, and all historical
transaction data at that same address.
Cryptocurrencies exist only as an exchange medium and
contain the most important properties of the blockchain:
secure, transparent, decentralised and immutable.
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Ethereum
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Ethereum is an open-source, publicly distributed computing
platform that uses blockchain technology and smart contracts.
Ethereum can be used to program, secure or exchange just about
anything: financial services, agreements, intellectual property, and
so on. Because projects can be started quickly, it has been very
successful in recent years.
The Ethereum blockchain also uses a crypto currency, Ether (ETH),
which can be exchanged between different addresses, just like
Bitcoin. Ether is necessary to run smart contracts on the network.
Those smart contracts are a form of self-activating protocols that
enforce an agreed-upon deal. Smart contracts check via an algorithm and write everything in the electronic ledger of a blockchain.
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For example, a smart contract can automatically grant a
discount when certain conditions are met or award a
commission on a sale.

Smart contracts
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Blockchain has the potential to streamline and automate the entire transaction and payment process for
goods or services. Quotations, purchase orders and
invoices are exchanged via smart contracts.
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Those smart contracts contain all the necessary information for
the transaction, such as, among other things, the payment terms,
the product or service in question, how the delivery should take
place and the location and time of the delivery.
Smart contracts are formatted as code with a software
program and contain instructions that all participating parties
must agree on. That code then acts as a kind of trigger: upon
successful validation of the data, the code is converted to a
block and the associated blockchain.
With blockchain technology, business rules can be established
that are triggered based on various scenarios. Smart contracts
are thus able to make their own decisions. For example, enforcing
contractual obligations when the conditions are met.

When there is a link with a “digital wallet” or a central marketplace,
it is perfectly possible to automate the payments yourself.
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Exceptions can also be recognised by these smart contracts, so that action can still be taken.
Let’s explain smart contracts with two examples:
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Example 1
During an online order, a smart contract
can ask customers to adjust and confirm
certain dates via notifications in real-time.
If this information is requested before
completing the order, no adjustment of
the invoice should be made afterwards.
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Example 2
When leasing a car, for example, a smart contract can block the car remotely if the monthly
payment has not been made. At the end of
the ride, when the car is taken over again by
the leasing company, the transfer of ownership can take place fully automatically via the
blockchain. Without human intervention.
Smart contracts therefore allow for the automation of business processes, with positive
consequences in terms of time, resources and
costs. And new scenarios are also possible.
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Blockchain: Use
cases in fintech
Blockchain technology has the potential to change a
lot in the financial world, but it remains an experimental
process. Some systems will make the move to blockchain. Others will try and fail. Not everything lends
itself to a blockchain use case. And many use cases
can only be guessed at.
In what follows, we try to highlight some use cases
in the world of payments, order-to-cash and credit
management.
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What?

1

The infrastructure to distinguish good and
bad payers from each other or to get more
accessible and correct credit scores.
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Blockchain
Today, many small and medium-sized
enterprises (SMEs) are viewed by banks
as risky. This is partly due to stricter
regulation after the financial crisis in 2008.
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Banks therefore need a new approach to
calculate the credit score of these companies (and others). Such an approach could
include more sharing of data between
banks, or introducing more external data
into the score.

Good and
bad payers,
and universal
credit scores
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Moreover, credit scores are not the same in all countries.
Companies that are active internationally will confirm this.
Consequently there is a great need for companies to be
given a universal credit score.
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Blockchain With blockchain, credit information from different
authorities (banks, trade information partners etc.) can be
shared securely.
Credit assessments are done in a transparent manner
Decentralisation reduces the risk of credit score being
compromised
The credit score can take place without sensitive data being

4
5
6

leaked. For example, the contents of invoices and
transaction details of companies remain confidential
and out of the hands of the competition
Elements that are kept siloed in the process (e.g. credit
reporting, estimates of credit risks and credit insurance) can
be integrated
Note that the more partners participate in such a blockchain
and the more information it contains, the more its value
increases. This network effect will only improve the credit
score estimate.
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Invoicing via blockchain
What?
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With the advent of electronic invoices, the invoicing process has become a lot more efficient in recent years. And today, further steps
are being taken to standardise the underlying flow of documents and
procedures. Consider, for example, PEPPOL, a standard for transactions
between companies and the government.
Nevertheless, much work remains to be done. In essence, with these
innovations we are only talking about a digital variant of the old paper
invoice. Which is now digitally exchanged between different parties and
software.

Blockchain
In theory, blockchain has the potential to change financial transactions,
billing and payments completely. Blockchain hopes to speed up the
billing process significantly, while bringing greater transparency and
accuracy, and avoiding human intervention.
While 90% of blockchain billing functions can also be fulfilled by regular
e-invoicing, there are still unique benefits associated with blockchain.
The original owner and affiliates of the blockchain invoice are always
known, so that the source, authenticity and content can always be
traced.
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This is how invoicing can proceed via
the blockchain, for example:
1

The buyer gains access to the seller’s product catalogue via blockchain and
places an order. The price of the order is fixed.
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The data related to the order is sent to the blockchain, after which a smart
contract kicks in. The seller then receives the desired information.
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An invoice is immediately drawn up via a second smart contract, with the
correct price. That information is sent to the buyer.

6
A third smart contract kicks in and sends a notification to the buyer’s financial
institution, along with the payment terms and all of the seller’s banking
information. Payment is made.
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Example
Pre-financing of invoices (or factoring) currently works as follows. To get

1
2

invoices prepaid by a financial institution, companies send their invoices,
with all the relevant and necessary information. This information allows
the financial institution to decide whether to prepay the invoice and under
what conditions.

3

4

With the blockchain, that logic changes. A company no longer gives the financial
institution access to all invoices, but, for example, only to invoices above a certain
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amount or the invoices in a certain country. To this end, the company provides
the financial institution the keys giving access to that data, just once. From that
moment on, the financial institution as a factoring company can detect new
invoices that meet the conditions and associate actions with them. Moreover,
the entire invoice no longer has to be shared; the amount and the currency can
suffice. This also results in cost savings because the invoices do not have to be
kept in a second place.
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Proactively granting and
collecting credit
1

What?
It is not always easy to manage the risk created by extending credit to customers.
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Blockchain
With a shared blockchain, key data such as order details (PO number), payment dates,
invoices and other payment-related events are available. This opens the door for many
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interesting applications related to trade credits.
The moment a customer places an order, they can immediately be notified when
their credit limit has been reached
You can find out about pending payments by a customer (authorisation by the bank)
and immediately adjust the credit balance, so that new orders do not get held up
The same payments that are in the pipeline are also included in the calculation of a
virtual credit balance
You can track the exact time an invoice was received and approved
The buyer can confirm receipt of products and notify immediately in the event of
problems (damage, missing items)
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Clearer payment trail
What?

1

Because of delays in payment traffic or other missing data, there
is no immediate insight into payments.
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Blockchain
With blockchain, organisations have a real-time overview of
payment status On the customer side, you can immediately see

4
5
6

when the payment has gone through and the associated
payment information, and accounts payable can immediately get
to work with that.
This improved view of the payment trail also helps with
retrospective collections or the drawing up of a customer’s
credit risk balance.
When payment commitments – possibly with a payment
date – are registered, you can choose to let certain orders go
through. Precisely because we know that payments are on the
way, extra credit can be provided.
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Avoiding
misunderstandings
and mistakes

What?

2

A lot of errors can still creep in between the time of
placing the order and the actual sale and/or delivery.
Think of the miscommunication between two
departments, as a result of which goods may go into
production too late or be dispatched before
confirmation.
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Blockchain

4

When an agreement has been reached on all details of
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the order (the quantities, time and place of delivery etc.)
a confirmation is created via blockchain, and only then
will it proceed to the next step.
Inconsistencies between databases can sometimes occur
due to manual registrations. For example, information
from an e-mail was not recorded or master data was not
fully updated in the CRM system. With blockchain, such
possibilities are excluded, and all transactions are stored
in a chronological format, and shared in real-time.
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Example
When you work for a customer and need to invoice the hours worked,
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you can register these hours in the blockchain. When the customer accepts this proposal, it is definitively written into the blockchain. A smart
contract then comes into effect that automates the preparation of the
invoice and possibly other actions based on the hours that have been
entered and the price quoted per hour.
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Dispute management
and traceability
What?
A lot can go wrong in transactions between companies.
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Goods have to travel a long way before they reach their
destination or can go into production. A lot of mishaps
can occur along the way. Sometimes certain goods or
services are not delivered at all, or they are damaged
during transport. Or sometimes contract conditions are
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not met.
In any case, clear traceability and a way to resolve
disputes (dispute management) are recommended.
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Blockchain

1

Every company that works in manufacturing knows
that goods have to travel long distances. First from the
supplier (raw materials or parts) to the manufacturer,
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and then to wholesalers, purchasers or retail. The entire
logistics route that a product follows – also known as
the supply chain – can be stored in the blockchain. This
traceability is absolutely essential in some sectors, as
the example below shows.
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The blockchain will transparently provide insight into
all parameters related to the delivery and take into
account other costs, taxes, and customs. This should
reduce disputes to a minimum and has the potential to
automate payments fully.
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For example, financial terms can be incorporated directly into smart contracts. The ability to offer payment
options can make it possible to give discounts in a more
dynamic way. And with the integration of factoring,
cash flow is accelerated. The relevance of this has become very clear during the Covid-19 pandemic.

When information from the supply chain is stored
in the blockchain, fraud and errors can be reduced, and it is easier to manage stock. Inventory
management has become more difficult now that
an increasing number of products can be personalised. Blockchain can offer more visibility here.
Companies no longer miss sales because products
are out of stock, and conversely, they no longer
hold too much stock on products that will never be
sold.
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Example
Let’s take an example from the world of the Internet
of Things (IoT). IoT is about devices such as sensors,
lamps and many other things permanently connected
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to the internet. In the food industry you can use IoT for
traceability and to measure the food’s temperatures
and shelf life. Vibration sensors can continuously monitor the current status during the transport of delicate
and fragile goods. You can adjust payment conditions
based on IoT data via the blockchain. When faster delivery or other conditions are met, a discount is granted
or payment made immediately, and this is done automatically via the blockchain
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What:
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Better
sales and
business
processes

Sales within B2B are usually based on mutual trust and building relationships, a process that can take a lot of time.

Blockchain
Blockchain technology provides a solution for fragmented systems
and the automation of internal processes. With blockchain technology,
building trust can be accelerated, and can come at a lower cost.
By storing master data on products, contracts, payment conditions or
other relevant data in the blockchain, information exchange becomes
faster. This can provide a significant boost to customer satisfaction,
because data is always coordinated with customers and subsequently
stored via digital signatures and other mechanisms to grant approvals.
Changes, for example in an order, are also immediately detected and
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passed on to the right people within the organisation.
A smart contract is set up, which means the buyer will pay on time.
That smart contract can automatically settle the invoice once the customer has accepted it and when other conditions are met. The only
thing accounts payable staff have to do is approve the invoice. And
that same smart contract can immediately write the invoice to the ERP
system. Which is all very handy for efficiency in accounts! When these
underlying internal processes make the transition to the blockchain,
they become much more transparent for the customer.
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1
Example

2
If a customer wants to change an order

3

4

before a shipment is made, they can submit
a request. If the request is approved by
the supplier, all shared info in the blockchain will be adjusted and all parties will
be notified. The accounts department
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can automatically adjust the invoice in the
blockchain, while the order information is
adjusted in the warehouse.

CHAPTER 05

1

Example
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If something goes wrong in transit (such as
a product gets damaged and needs to be
reordered) or a product has been forgotten
in the shipment, blockchain can automatically generate a custom invoice. At the
same time, the customer is quickly given
the opportunity to reorder the missing
product.
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Faster payments,
also across national
borders

2

What?

3

One of the challenges of the traditional banking sys-
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tem remains the multiplicity of technologies and lack of
standardisation. As a result, payments between banks
sometimes take a long time.
With international payments, small delays can result in
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large amounts of money being blocked. And banks or
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Blockchain

other players can also impose costs for every transaction.

Blockchain-based B2B payments make transactions
much faster and lower cost because there are fewer
intermediaries claiming their cut.
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Better customer profiles
1
2
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What?
It is important for companies to know who they are doing business with
and who they are getting involved with. With blockchain, this form of
profile building will be more sustainably accurate.
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Blockchain

6

Blockchain makes it possible to create much more accu-

By combining such data in a blockchain, companies can

rate, secure and privacy-friendly customer and company

attain better customer profiles as well as better credit

profiles. Nowadays companies and consumers are affiliat-

scoring. And here too, security and privacy are better

ed with several banks or have loans with different financial

protected. Better profiles enable companies to offer

institutions. Each of these financial players has its own

better products or services, or to work with customers

partial profile of its customers, but never the full picture.

in a more personalised way.

How soon can we expect
blockchain?
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Although blockchain is promising, this does not mean that all
business processes will switch to this new technology. Digital

What can you do now to prepare for these

transformation and the ability of companies and of their

changes? A first step is to transfer legacy

business processes to talk to each other is still a work in progress and far from over.
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Blockchain will not replace all ERP software suites immediately
and will continue to connect with existing systems. A hybrid
model of private and public blockchains will also emerge, partly
in order to continue protecting sensitive data. Finally,
governments will wish to have a say in the matter and will
seek to enforce regulations.

systems to cloud applications. Once in the
cloud, it is possible to switch faster when
new opportunities or developments present
themselves.

